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Associate
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Chicago
312.832.5107

Leighton Allen negotiates favorable commercial contracts for organizations in the areas of software as a
service (SaaS) licensing, software licensing, IP sales and acquisitions, and data transfer and data processing.
He has also advised clients on developing proper data handling and processing practices to comply with the
latest developments in U.S. state data privacy laws. Leighton is a member of the firm’s Technology
Transactions, Cybersecurity, and Privacy Practice.

Prior to joining Foley, Leighton was a cybersecurity and data privacy associate at a Chicago law firm where
he counseled small and large entities, including merchants, health systems, hospitals, accounting and
consulting firms, and educational institutions on identifying, evaluating, and managing first- and third-party
data privacy and security risks. He also assisted in the analysis of compliance responsibilities under the
Health Insurance Portability and Accountability Act of 1996 (HIPAA), the Family Educational Rights and
Privacy Act (FERPA), the Gramm-Leach-Bliley Act (GLBA), and related state, federal, and international
cybersecurity laws and regulations.

Affiliations
= Member of the Chicago Committee on Minorities in Large Law Firms

Community Involvement
= Member of the Ambassadors Board, Legal Aid Chicago

Presentations and Publications
= Presenter, “Integrating Trending Al and CMMC Compliance Into Vendor Management,” Midwest Cyber
Security Alliance (May 22, 2024)
= Presenter, “Navigating the Al Landscape: Risks, Rewards, and Operational Efficiencies,” Midwest
Cyber Security Alliance (January 24, 2024)
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m Co-presenter, Mitigate the Risk of an M365 Data Breach with Information Governance, Midwest Cyber
Security Alliance Meeting (March 14, 2023)

= Co-presenter, Anatomy of a Health Care Cybersecurity Breach, Wilson Elser Webinar (December 3,
2020)

Sectors

= Cloud Computing Infrastructure & Solutions
= Innovative Technology

Practice Areas
» [ntellectual Property
m Technology Transactions, Cybersecurity, and Privacy

Education
= Chicago-Kent College of Law (J.D., 2019)
= Student liaison, ISBA Privacy and Information Security Law
= Broward College (B.A., cum laude, 2015)

Admissions
= [llinois
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